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Abstract—In this paper, we approach the topic of ASM, place
the task in the context of cybersecurity operations, review the
current methods, and discuss their issues and challenges. We
outline an ASM pipeline consisting of common tasks and review
the usability of the existing tools. We pinpoint a trade-off between
the scope and precision of the existing tools that should be
considered, namely in medium to large networks. Finally, we
formulate and discuss the issues and challenges for emerging
network environments, including those involving IoT or OT,
volatile environments, or extensive use of cloud computing. Each
of these emerging technologies brings novel issues that need to be
approached by ASM, be it improved fingerprinting in IoT and
OT, precisely timed scans in volatile environments, or coverage
of external services in the cloud.

I. INTRODUCTION

Attack surface management (ASM) is a crucial part of
cybersecurity operations. It consists of understanding the attack
surface, i.e., knowing which hosts and services are facing the
Internet or are otherwise reachable. This understanding allows
cybersecurity teams to design network defenses and estimate the
risks associated with successful attacks. Common tasks of ASM
include enumerating running hosts and services in the computer
network, fingerprinting them and finding vulnerabilities on all
known assets, and enumerating subdomains or even mapping
available information on public websites. A good practice is
minimizing the attack surface, i.e., leaving only the well-known
hosts and services to face the Internet and restricting access to
others. Nevertheless, updated enumerations of cyber assets are
a key to successful ASM, which is best obtained by continuous
network scanning.

As with any other technique or task in cybersecurity, ASM
is evolving and needs to constantly react to changes in the
technologies we use or the threat landscape. For example,
attacks on weak authentication (for example, on services like
SSH) call for mapping all hosts with running SSH server or
TCP port 22 open. However, when social engineering attacks
like phishing are of major concern, it is also vital to know
whether there is any contact information on the organization’s
personnel available online (attackers can use those to harvest
email addresses for phishing campaigns) or accompanied by
organization’s structure (which can be leveraged to spear
phishing attacks against highly-ranked personnel). Discovery
and publication of a new severe vulnerability (as in cases of

Lukas Sadlek
Institute of Computer Science
Masaryk University
Brno, Czech Republic
sadlek @mail.muni.cz

Heartbleed or Shellshock) often calls for prompt response by
the security team that has to find out how many assets in their
network are potentially vulnerable and how threatening the
vulnerability is to the organization.

In this paper, we provide two contributions. First, we outline
an ASM system developed as a part of the Resilmesh system.
The system design follows the best practices and procedures
collected by cybersecurity teams and illustrates the state of the
art in the field. As we show in the paper, ASM is not only
about mapping the networks but also about doing it persistently
or at a reasonable time on demand. Persistent network mapping
requires solid orchestration and careful settings based on the
knowledge of the local environment. The tasks should also not
take too long, or the results should be updated often to achieve
timeliness of the data. Second, we survey and discuss open and
emerging issues of ASM. We point out the need for dedicated
scanners for IoT or OT environments where common ASM
tools are not sufficient. The volatile environment of virtual hosts
and containerized services also calls for different approaches
to their scanning or logging of parts of the attack surface at
specific times. We also highlight the need for mapping not
only the external attack surface (i.e., what is reachable from
the public Internet) and internal attack surface (i.e., what is
visible to the attacker already inside the network) but also
mapping external resources and assets, such as those hosted in
the cloud or outsourced to third parties. We also comment on
the low accuracy of fingerprinting and the large false positive
rate in vulnerability scanning, which are long-term issues of
ASM. Finally, we comment on recent changes, such as the
new version of CVSS scores.

The remainder of this paper is structured as follows: Section
IT surveys the state-of-the-art and technical background. Section
IIT outlines the tasks and workflows of ASM. Section IV
presents the design of our solution. Section V discusses the
open issues. Section VI concludes the paper.

II. BACKGROUND AND RELATED WORK

Herein, we present a technical background and related works
of research on ASM. The background consists of an overview
of monitoring approaches used in ASM and the data sources
on vulnerabilities.



A. Background

ASM must obtain data about protected assets from active
network monitoring using scanners, passive network monitoring
using IP flows, and from application and system logs. Active
network scanners inject artificial traffic into the network to
obtain responses that can be parsed to reveal information about
network services, hosts, and operating systems [1]. IP flows
consist of sets of packets with common properties (source
IP address, destination IP address, source port, destination
port, and protocol) captured during a specific time window [2].
Just like active scanners, passive monitoring may use pattern
libraries to fingerprint operating systems and services [3].

As for the vulnerabilities and information on them, Common
Vulnerabilities and Exposures (CVE) [4] contains publicly
disclosed vulnerabilities discovered in hardware, operating
systems, and applications. The National Vulnerability Database
(NVD)! contains CVEs with related information, such as
descriptions, references, and identifiers of vulnerable software
and hardware products. The identifiers are expressed using
Common Platform Enumeration (CPE) [5]. CPE match strings
in the NVD have the following structure: cpe:2.3:<part>:
<vendor>:<product>:<version>:<update>:<edition>:
<language>:<sw_edition>:<target_sw>:<target_hw>:
<other>. Names of individual parts are mostly self-explaining.
The part that follows immediately after 2.3 contains an
indication of whether the identifier belongs to an application,
an operating system, or hardware.

Common Vulnerability Scoring System (CVSS) aims to
capture characteristics of vulnerabilities, such as attack com-
plexity, necessary privileges, and impact [6]. The NVD uses
three versions of CVSS, from the second to the fourth version.
Its final score is computed from values of exploitability and
impact metrics.

B. Related work

Even though ASM is frequently discussed among practi-
tioners and mentioned in research articles, there are not that
many research articles focusing on this topic. As Levy and
Maldonado [7] pointed out, even the terminology and metrics
are not widely agreed on or used consistently. To the best of
our knowledge, no survey or literature review is available. The
research in this field mostly focuses on designing ASM tools
or understanding the needs of ASM in specific domains. For
example, Rezvi et al. [8] discuss ASM in the domain of 10T,
while Ashley et al. [9] do the same for the OT domain. Wang
et al. [10] or Curbo and Falco [11] discuss the issues of ASM
in air and space domains. The ASM, with a focus on attack
surface minimization, in the context of containerized services
was the research objective of Yand et al. [12].

Otherwise, the research presents lessons learned or inter-
esting findings in conducting the tasks, such as in the work
of Gelenter et al. [13], who published a study of the external
attack surface of top-100 enterprises in Europe and provided
recommendations to particular sectors. They also claim that
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their work is the first in several aspects. In addition to related
research work, there exist several commercial ASM solutions,
such as Halo Security’ and Falcon Exposure Management by
CrowdStrike?.

This work leverages graph-based structuring and interconnec-
tion of heterogeneous data on computer network implemented
in the CRUSOE toolset [14]. Mahbub et al. [15] further explored
the graph representation of relationships between vulnerabilities
and vendors, which finds interesting application is ASM.

III. ASM WORKFLOWS AND TASKS

ASM consists of many tasks and workflows with numerous
options and a plethora of tools available. An overview can be
seen in Figure 1, which is further discussed in this section.

A. Scope and Existing Data

The first step in ASM is defining the scope, just like
when a CSIRT team defines its constituency. The scope may
cover, for example, an IP address range or domain. The
scope will most likely include asset discovery and subdomain
enumeration. Other frequent options are the enumeration of
assets relevant to social engineering attacks (e.g., data on
personnel or organization structure) and identification of critical
infrastructure and its dependencies.

Any existing database used in the organization is an
interesting resource and should be used for building the
initial enumeration or setting up further plans. Tools like
asset inventories and asset management systems, configuration
databases (CMDB), and user management systems are all vital
sources of information to export and use for ASM.

B. Network Scanning and Fingerprinting

The first active task of ASM is typically network scanning.
Even if the cyber assets are well documented in the asset
inventory, it is still important to scan for all assets, namely to
discover forgotten or even rogue devices and undocumented
services (open network ports).

Typical tools for active network scanning include Nmap,
OWASP Amass, MASSCAN, and other tools. The key features
to watch when choosing the most suitable one are the speed and
configurability of scanning. Some scanners can be very fast due
to transmitting network packets and reducing the time required
for scanning even large networks (or even the whole Internet).
However, it is vital to also allow for traffic limiting to avoid
congestion, especially in low throughput parts of the network.
It is also important to consider where to run the scan from —
running it from a machine outside the protected network will
map only the external attack surface, while running it within
the network will add the notion of an internal attack surface.
Still, it is worth comparing the internal and external surfaces
and keeping the notion of which assets appear in them. There
might also be a need to run a scan from multiple workers
located within various private networks. Nevertheless, running
an active scan is a simple task.
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Fig. 1. The workflow of ASM, from defining scope of ASM to accomplishing defense measures based on asset and vulnerability discovery.

A viable alternative to active scanning is network traffic
monitoring, such as using NetFlow or IPFIX [2]. In such
a case, network traffic is observed by dedicated probes or
routers, and each network connection is logged. Setting up
network monitoring infrastructure is more complex, especially
in large networks, but continuous monitoring offers several
benefits. First, any active network device will sooner or later
communicate over the network and thus be discovered by the
monitoring. This includes even hosts and services that would
block network scans or be placed behind a firewall.

Regardless of whether the assets were discovered by active
scanning or passive traffic measurement, they can be finger-
printed [16]. Hosts’ operating systems can be recognized by
characteristic features in the TCP/IP headers (e.g., default
TTL or Window size) or passively by extracting User-Agent
fields from HTTP traffic. Techniques of banner grabbing allow
recognizing software (often including at least its major version,
sometimes even minor version) behind network services in
active scanning. Passive monitoring can use service fingerprint
libraries like Cisco’s NBAR2.

An important standard in this field is the CPE [5]. CPE allows
for formally identifying a certain piece of software, including
its vendor, major and minor versions, edition, language, and
other features. CPE strings are used in both asset management
and vulnerability databases and thus allow for looking up
all vulnerabilities that may be present on a host or service
identified by a certain CPE. However, it is difficult to retrieve
a complete fingerprint, so CPE-CVE matching is only vague
and rather informative, so additional vulnerability discovery
and confirmation procedures should be taken [16].

Finally, it is worth noting that there are specialized scanners
for web services that allow for fingerprinting Content Manage-
ment Systems (CMS) and other building blocks of the web.
Since HTTP(S) is a dominant application-layer protocol and
a major part of the attack surface, it is highly recommended
to be included in web scanning. Since the differences from
network scanners mentioned earlier, this task is preceded by
a subdomain enumeration task — the goal is to enumerate all
the subdomains of a given domain, namely to scan them with
web scanners.

C. Vulnerability Assessment

Matching CPEs is often only a rough estimate that the
vulnerability may be present on a cyber asset, SO a more
elaborate approach is required [16]. A viable option is to use
dedicated vulnerability scanners. Tools like OpenVAS or Nessus
allow users to discover vulnerabilities in the network much
better than by linking CPEs to CVEs. Unlike network scanners,
these tools primarily aim to discover vulnerabilities and enable
more interaction with the targets. They are also capable of
discovering weaknesses, such as weakly authenticated services.
However, dedicated vulnerability scanners are complex and
difficult to maintain, thus mostly provided as commercial pieces
of software. With the few open-source or free exceptions like
OpenVAS, the pricing of vulnerability scanners can reach
thousands of dollars, often depending on the number of scanned
hosts, which may deter many potential users, namely those
managing large networks.

A highly interesting option is using the Nuclei tool®.
Nuclei is a modern vulnerability scanner designed to use
templates — each template describes the procedures to discover a
particular vulnerability. The templates are available in a curated,
community-driven, and frequently updated library. Thus, Nuclei
allows the users to check for the presence of even recently
discovered vulnerabilities.

The templates also allow for defining elaborated or more
fitting workflows than vulnerability scanners. For example,
scanning a large number of hosts and services takes a significant
amount of time, which could be optimized by collaborating with
asset discovery tools. In such a case, the network scanners will
periodically enumerate active hosts and services on a weekly
basis, for example. Simultaneously, all Nuclei templates from
the past week are downloaded. Known assets, i.e., hosts and
services discovered in previous weeks, are only scanned using
the new templates, while newly found assets are scanned using
all the templates. Thus, integrating multiple tools and providing
persistent storage can significantly reduce the time required
for vulnerability scans.

D. Data Storage

As outlined earlier, storing the data for later use can be
advantageous — keeping the record of past scans allows for
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checking the differences and optimizing the tasks. Checking
a frequently updated database of asset and vulnerability scan
results can also be faster and more convenient than running
scans on demand.

An emerging trend is defining ontologies and building
the knowledge graphs. Ontology defines the entities and
relationships in a particular domain, such as attack surface
or cybersecurity in general. The knowledge graph can be seen
as an instance of the ontology in the form of a graph or stored
in a graph database. Tools like CyGraph or CRUSOE pioneered
the use of graph databases to store information about computer
networks and their security posture, namely due to their ability
to extend the data models on the fly and interlink heterogeneous
data from various sources. In the near future, we are likely to
see the use of Retrieval-Augmented Generation (RAG), which
allows for building the knowledge graph from unstructured
data and prompting the data using Large Language Models
(LLMs).

E. Toolsets

Even though there are many tools and toolsets to conduct
ASM, there is no one-size-fits-all solution. Certain aspects,
like orchestration and persistent data storage, are not usually
implemented. For example, various popular bundles like bbot,
Snlper, or Viper allow mapping the attack surface. The main
advantage of such tools is that they can be executed by a
single command. The toolsets then run network scanning,
subdomain enumeration, vulnerability scanning, and other tasks
autonomously. All such tools have vast capabilities of exporting
the results or generating reports but no persistent storage or
orchestration capabilities. It is also worth noting that such
toolsets follow the trends in the field and often use the same
tools for particular tasks (e.g., subfinder and amass), so their
results are often very similar.

IV. SAMPLE ASM IMPLEMENTATION IN RESILMESH

In order to fill the gap, we designed an ASM system as
a part of the Resilmesh project and framework?, specifically
its Situation Assessment plane [17]. It is also based on the
components of an earlier system for cyber situational awareness
called CRUSOE [14], namely its Observe and Orient parts.
Our aim is not to improve the particular tasks but rather to
define a complex workflow covering all the aspects of ASM
and integrating it with other cybersecurity tools and processes.
Individual components can be run separately, but we would
like to illustrate orchestration and collaboration.

The proposed ASM system contains three components —
Infrastructure and Service Information Model (ISIM), Cyber
Attack Surface Management (CASM), and Situation and
Network Awareness Consolidated Dashboard (SACD). ISIM
is a central database that holds information about the attack
surface and provides various APIs for fetching or updating
the data. An important parts of ISIM are the definition of the
data model and the constraints and clean-up routines that keep

Shttps://resilmesh.eu/

the data in correct format and actual. CASM consists of an
orchestration engine that runs attack surface scanning tools
and stores the results into ISIM. SACD is a dashboard that
visualizes the data stored in ISIM. All components can be
deployed in docker containers, which facilitates their use and
maintenance without any additional prerequisites.

A. Data collection and its orchestration

There is a plethora of tools for conducting ASM, including
network scanners, passive monitoring tools, and agents. In our
case, we chose the active network scanning approach facilitated
by using EasyEASM®. EasyEASM is a bundle of several tools
that disclose the external attack surface together. EasyEASM
first enumerates the subdomains of a given domain using the
subfinder tool, then scans all the enumerated hosts with amass
and provides additional tasks like fingerprinting web services
via Wappalyzer. The fast mode of EasyEASM’s scanning was
sufficient for our implementation of ASM. The advantage of
EasyEASM is that everything can be run in a single command,
but it might be advantageous to rather use all its components
separately, especially in larger networks, or to achieve finer
granularity of tasks in orchestration.

EasyEASM obtains the list of IP addresses, open ports,
domain names, and underlying software versions, all with
timestamps, which are ready to be stored in ISIM after a
serialization into a JSON file. In addition, we prepared a script
that automatically converts the identified names of software
and its versions into CPE strings, wherever possible. Apart
from EasyEASM, we implemented a CVE connector, a tool
that connects to the NVD’s REST API and downloads the
information on recent CVEs. CPE strings from the CVE details
are then matched against the CPE strings already present in
the database, and potentially vulnerable hosts and services are
linked to vulnerabilities.

CASM is orchestrated via Temporal’. For this purpose, we
prepared Temporal’s workflow and activities that validate scan
parameters on the input, execute the scanner, and store data
in the Neo4j database. Inputs for the scan consist of a list
of domain names and the mode of scanning. There was a
need to implement a Temporal worker, which is, however, a
rather simple wrapper that straightforwardly calls EasyEASM
to conduct the scan.

However, it is required to implement storing the scan results
into Neo4j. Domain names, IP addresses, open ports, and net-
work services are stored in the databases and interconnected by
relationships. Some types of relationships use start timestamps
captured when a new relationship is created. They are also
used to transitively track old IP addresses and domain names
because relevant relationships have their end timestamps set.
Each IP address and domain name receives an end timestamp
at the end of the Temporal task when it was discovered by
network scanning.

From the user’s perspective, a workflow can be started
using a prepared client from the command line. Schedules
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and individual workflows can be created and viewed using a
web user interface. The prepared workflow class serves as a
template for creating a scanning workflow.

B. Data storage and visualization

ISIM is using the Neo4j graph database to store data on the
attack surface. The use of a graph database is advantageous
since organizing network data as graphs allows focusing on
relationships of network entities, which positively influences
performance. The database is organized according to the
data model based on CRUSOE [14] and further enhanced
and updated to fit the needs of Resilmesh. Since ISIM and
Resilmesh have a larger scope than just ASM, we do not
provide a deeper explanation. For the ASM, the crucial entities
and relationships are domain names translated to IP addresses,
network services hosted on IP addresses, software versions
detected on IP addresses (e.g., OS version) or network services
(e.g., HTTP server version), vulnerabilities identified by CVE
associated to CPE string describing software versions, and IP
addresses belonging to subnets (IP address ranges) and linked
to contacts on administrators or users.

ISIM does not allow the user to interact with the database
content directly but offers two APIs that provide data quality
and consistency checks when modifying the data. The REST
API primarily consumes structured data containing information
on network assets, including hosts, devices, applications,
software versions, open ports, protocols, IP addresses, domain
names, URIs, subnets, contacts, and organization units. Their
relationships expressed which entities should be connected in
the Neo4j database, such as devices and their applications.
Scanning tools typically produce their results in a JSON file,
which is then processed by the REST APIL. The GraphQL
API primarily serves the dashboard and other data consumers.
The graph-based API allows us to keep the graph structure of
data for visualization or further processing, which is highly
advantageous due to the natural comprehensibility of graph-
based data in visual form.

The dashboard (SACD) visualizes the content of the ISIM
database in a user-friendly and intuitive manner without any
additional training. The dashboard is composed of several
panels, each implementing a different view of the data. For
example, one panel allows for listing all the contextual
information on a given asset, while another panel visualizes
how many hosts are vulnerable to a given CVE per subnet.
These panels are taken from the CRUSOE Orient dashboard
[14]. A novel content consists of interactive panels that allow
the user to list assets, filter newly found ones, and manually
annotate them (e.g., if a newly found asset is known and benign
or suspicious).

V. ISSUES AND CHALLENGES

Herein, we outline the issues of ASM that we identified. If
possible, we formulate the research or development gap and
outline the approaches for future work.

A. Scope and heterogeneity of data

The first issue is rooted in defining the scope of ASM.
Organizations are more and more reliant on cloud services,
thus not extending the potential attack surface to cloud services
hosted by third parties. Network visibility is one of the issues
related to the quality of obtainable data. Each data source has
some disadvantages. Manual input cannot be applied on a large
scale. Passive network monitoring does not reveal hosts that do
not communicate. Network scanning ignores hosts that do not
respond or are not up. Application and system logs can have
various formats and need to be obtained by installed agents.
Another category of assets with low visibility includes hosts in
private networks. While these are not part of the external attack
surface, we are seeing an increasing number of attacks using
lateral movement and also having to map the internal attack
surface. Nevertheless, this can be approached by using multiple
workers (i.e., scanning hosts located at different locations, such
as inside or outside the network, in the private network).

A possible solution to the disadvantages of data sources is
to combine them. Security platforms using ELK (Elasticsearch,
Kibana, and Logstash)® can utilize many modules provided
by ELK and gathering cloud logs, containers’ logs, operating
system logs, and application logs (e.g., web servers). ELK can
also ingest IP flow data in the form of NetFlow and IPFIX
records, which are two protocols for transmitting flow data.
ELK can also store custom data, such as the results of network
scans. Further research is needed to cope with the amount of
network traffic and logs, synchronization of data from various
sources, and encryption of network traffic [18].

A vital practical issue arose with vulnerabilities like
Log4Shell. In this particular case, the vulnerable component
was a Java library Log4j used by software providing network
services. Even though we could fingerprint the network services
and the software behind them, we had to check whether the
piece of software uses Log4j or not and in what version — we
had to either check the software in question or experimentally
exploit it. Thus, if a vulnerability exploitable over the network
appears in the library (or elsewhere in the supply chain), the
ASM procedures have only limited capabilities for finding
vulnerable hosts.

B. Volatile environments and emerging technologies

Dynamic environments represent a limitation for network
scanning. When hosts and network services are up only
for a short time (e.g., several hours), the scanning will not
perform optimally. It also holds for continuous scanning, which
executes another scan immediately after the previous one ends
to approximate complete network visibility. Other methods,
such as passive network monitoring, should be considered an
alternative to scanning.

The emergence of IoT devices calls for designing novel
techniques for their discovery and fingerprinting. Most of
the existing scanners or monitoring tools are designed for
generic IT networks and can recognize operating systems and
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services on common workstations, servers, or mobile devices.
However, simple IoT devices often fail to be fingerprinted
properly — we can fingerprint their OS (e.g., a variant of
Linux) but not much else. We need to differentiate between
various device types (e.g., CCTV cameras, various sensors,
smart TVs, and other appliances), which require either more
elaborated device signatures for scanning or passive monitoring
for a longer period of time. A very similar situation is with
operational technology (OT) and cyber-physical systems (CPS).
A related issue is the need to consider different communication
protocols used by IoT or OT as such devices do not necessarily
use TCP/IP protocols, especially when communicating over
radio, which calls for designing additional tools and procedures.
Nevertheless, both issues are the subject of excessive research,
and even though we do not have many ready-to-use tools at
hand, current research suggests they are ready to hit the market.

C. Vulnerability information

CVE currently contains more than 270,000 vulnerabilities
in total [4]. This count of vulnerabilities can represent compu-
tational overhead for software that attempts to use all of them.
Using only a specific time range, such as the last years, may
not be the best for applying in practice because the experience
reveals that even old vulnerabilities can remain unpatched.
When having a limited asset inventory, a better option is to
filter vulnerabilities according to their CPEs. Each software
and hardware asset has only a limited count of vulnerabilities.

One of the challenges is the adoption of CVSS v4.0 in
practice, namely due to the increased number of metrics
compared to previous versions. However, when using only
base metrics, such as in the NVD, their use is simple. CVSS
v4.0 has two times more impact metrics to express that a
vulnerability can affect not only a vulnerable system but
also other systems. Searching NVD on March 21, 2025,
returned only 76 vulnerabilities that have some CVSS v4.0 in
comparison with 171,685 vulnerabilities with CVSS v3.x.

The NVD plans to use its new REST API instead of data
feeds. In the past, it was necessary to download large JSON
files containing vulnerabilities for a specific year. The REST
API allows the downloading of only relevant vulnerabilities for
individual CPE names, time ranges, CVSS, and other properties.

VI. CONCLUSION

In this paper, we discussed the issues of ASM, which
is routinely done in practice but not often discussed in
research. Even though there is a plethora of tools available
for each task in ASM and even toolsets enabling one to run
it with a single command, there are unaddressed issues like
orchestration, persistent data storage, or scalability for large
networks. Therefore, we deconstructed the tasks and workflows
in ASM and discussed the research and development gaps.
Subsequently, we designed the ASM toolset as a part of the
Resilmesh system that approaches emerging needs and allows
integration with other cybersecurity tasks and processes. Finally,
we commented on the open issues and outlined the expected
trends in future work.
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