
Resilmesh 
White Paper

Beyond Cyber Range Training: 

Building Operational Cyber Resilience
Through Investigation

Prepared by: Resilmesh Consortium

Date: September 2026

Document Version: 1.0

Classification: Public / Technical White Paper

Latest Version: The latest revised version of this White Paper is available through Zenodo.

DOI: 10.5281/zenodo.22829553

https://doi.org/10.5281/zenodo.22829553


 

 
2 15 

1 Executive Summary 

two investigation-based 
Cyber Range exercises conducted within the Resilmesh EU-funded project

-
- -

 

, one hundred and seventy (170) members of the cybersecurity 
community registered, sixty-two (62) successfully completed the full training programme and 
forty-two (42) provided evaluation feedback. 

- 57.14% cybersecurity 
practitioners - 50.0% cybersecurity 
learners). 

-  positively,   
 

The findings demonstrate the potential of Cyber Ranges to evolve beyond technical training 
environments into strategic instruments for developing and assessing operational cyber 
resilience. 

(1) Cyber resilience is built through investigation rather than 
memorisation; (2) realistic operational workflows provide greater learning value than isolated 
technical exercises; (3) integrated tool ecosystems strengthen situational awareness; (4) 
structured preparation improves exercise effectiveness; and (5) continuous evaluation is 
essential for sustainable capacity building. 
effective cyber resilience requires the integration of skilled practitioners, realistic scenarios, 
interoperable technologies, structured investigative methodologies, and evidence-driven 
continuous improvement. 
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cyber resilience. 

2 The Challenge 

2.1 From Awareness to Operational Readiness 

 

The experience gained through Resilmesh supports a broader proposition: 
Cyber Ranges should evolve from technical training environments into 
evidence-driven instruments for developing and assessing operational cyber 
resilience. 

2.2 Why Traditional Cyber Exercises Often Fall Short 
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2.3 Why Operators Need Practical Investigation Skills 

 

 
 

- end-to-end 

-  

2.4 Why Cyber Ranges Matter 

 

 

  Jamk 
University of Applied Sciences  s 

-  

 
Figure 1. 6-stage Cyber Range Capability Lifecycle 

skills 
. 

2.5 Towards Evidence-Based Capacity Building 
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Figure 2  

 . 

 

-
-

-
 

3 The Resilmesh Approach 

3.1 Building Operational Cyber Resilience through Investigation-Based Capacity 
Building 

-
- d 

 

The methodology was implemented through two online Cyber Range exercises, 

of cyber-

 

 to generate evidence for 

technologies.   
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3.2 Investigation Rather Than Competition 

-  

hypothesis development, and decision-
 

3.3 A Structured Learning Journey 

-

 

 

  

  

3.4  

 

-
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3.5 Realistic Scenarios, Repeatable Evidence 

-

-  

 

Resilmesh used 
pre-generated and validated datasets 

This reduced variability associated with live 

methodology. 

3.6 Developing Operational Competencies 

 

i.  
 

ii. 
 

iii. 
 

 
 

 -Making
-  

. 

3.7 Measuring Learning and Continuous Improvement 

-
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. 

 

capacity-
evidence-

 

3.8 The Resilmesh Capacity Building Framework 

-
 

 
Figure 3 -  

The Resilmesh model therefore treats the CR simultaneously as a training environment, an 
-

 strategic instruments for developing, assessing, and 
. 

4 Who Participated  
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-  

 
14 completed the 
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5 Investigation-Based Learning 
- reasoning process 

 

technical knowledge and 

 

-

r 

structured and evidence-based reasoning process. 

 

- cybersecurity 

. 

6 Operational Competencies in Practice 

 

-  

     IoC 
  

 

reasoning and decision-making  
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Figure 4  

7 Measuring Capacity Building Effectiveness 

-building 

 

7.1 Real-World Relevance and Professional Applicability 

-
the training content to real- . -

 

85.71% of Exercise 1 respondents 
and 60.71% of Exercise 2 respondents 

 

7.2 Practical Skills and Learning Value 

dual tools, 

. 

-  

7.3 From Evaluation to Evidence-Based Capacity Building 

-
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relevance, applicability, and 
perceived learning value -

 

 
 

 
Figure 5. Resilmesh Training Evidence at a Glance   
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8  
-

- e 

energy transport water healthcare
. 

8.1 Lesson 1: Cyber Resilience is Built Through Investigation, Not Memorisation 

-
. 

8.2  

- -

. 

8.3 Lesson 3: Integrated Tool Ecosystems Support Situational Awareness 

-

 
- . 

8.4 Lesson 4: Preparation Enables Effective Exercise Participation 

-making . 

8.5 Lesson 5: Continuous Evaluation is Essential for Sustainable Capacity Building 

next cycle of scenario design, training, and capability development. 
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-based learning integrated 

 evidence-
improvement 

 

9 Recommendations 

building -
R  

9.1 Strengthening Organisational Preparedness 

-

l needs. 

-based Cyber 
 

9.2 Supporting a European Cyber Resilience Ecosystem 

- -  

- ng. 

-sector and cross-border Cyber Range 
 

9.3 Advancing Cybersecurity Education and Training 

-

. 
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-based capability development 
 

9.4 Designing Technologies that Support Investigation 

-
- -

-

. 

-centred 
 

10 Looking Ahead 

CR training approaches must evolve 

-
 

-

 

-

 

- -
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