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securing cyber infrastructures
Network Detection and Response in Resilmesh

What is Network Detection and Response (NDR)?

In complex, distributed environments, many devices and subsystems cannot rely solely on traditional
endpoint security, creating gaps that attackers can exploit. The network, however, acts as a central
vantage point where all traffic and communications can be monitored, making it the most effective place
to detect emerging threats, lateral movement, and abnormal behaviors. Network Detection and
Response (NDR) continuously captures and analyzes network traffic and security events, leveraging both
rule-based detection and Al-driven anomaly detection to identify known attacks as well as previously
unseen threats.

NDR in a Nutshell

Within Resilmesh, the NDR component provided by Montimage (https:/ndr.montimage.eu/) is
responsible for continuously monitoring network traffic and system logs to detect and respond to security
threats in real time. Figure 1 illustrates the overall NDR architecture.
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Figure 1: NDR Architecture.


(https://ndr.montimage.eu/)

The NDR component ingests raw network traffic (e.g., PCAP) and high-level security events from
external platforms, transforming them into structured and enriched features for advanced analysis. Using
both rule-based detection through MMT-Security and Al models combining Stacked Autoencoders with
Convolutional Neural Networks, it identifies anomalies, protocol deviations, and complex attacks,
including those hidden within encrypted traffic, where signature-based methods are less effective. The
architecture, initially limited to Kafka and Redis, has been extended with NATS to ensure compatibility
with the Resilmesh communication fabric. To strengthen trust and transparency, the NDR integrates XAl
techniques such as LIME and SHAP, helping analysts understand model decisions, interpret flagged
anomalies, and refine feature selection during training.

All detection results, enriched features, and XAl explanations are delivered through the Situation and
Network Awareness Consolidated Dashboard (SACD), which unifies NDR insights with other
situational-awareness components. SACD provides operators with a consolidated view of alerts,
contextual network information, and human-readable explanations, enabling faster and more informed
decision-making. From the same interface, analysts can trigger response actions, such as blocking
malicious hosts or isolating compromised devices, or execute automated playbooks via SOAR
integrations like Shuffle, as shown in Figure 2. This tight coupling of detection, explanation, and response
ensures that NDR acts as a fully integrated component of Resilmesh’s resilient, situationally aware
cyber-defence ecosystem.

Prodiction Summary

The model predicts that the given network traffic contains Malicious activity
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Figure 2: Malicious flows detected by NDR using Al models.



Final remarks

In summary, the NDR is a critical component for ensuring cyber-resilience in complex, distributed
systems like those in Resilmesh. By providing continuous monitoring, advanced threat detection, and
actionable insights through explainable Al, NDR enables security operators to detect, understand, and
respond to threats in real time, strengthening overall situational awareness and supporting proactive,
resilient cybersecurity strategies.
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